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Notifiable Data Breach Scheme (NDBS) 
 

1. Is your turnover more than $3 million per year? 
2. Do you hold data that contains sensitive personal information? 
3. Are you a health services provider or hold tax file number information? 

 
If you answered yes to any or all these questions, then since 22 February 2018, you 
need to comply with the Notifiable Data Breaches Scheme (NDBS) 
 
Please read the alert below and contact Peer Legal if you have any concerns or 
require further information. 
. 
 

1. What is the Notifiable Data Breach Scheme (NDBS)? 
 
The scheme was a significant reform to the commonwealth Privacy Act regime introduced through the 
Privacy Amendment (Notifiable Data Breaches) Act 2017 (Cth).  It was a response to concerns over 
several large companies failing to disclose that their client’s sensitive data, such as passwords, credit 
card details and information that could be used for identify theft, had been compromised.  The 
scheme was announced and legislated last year but only came into effect on 22 February 2018.   
 

2. Who does the NDBS apply to? 
 
In short, if you are currently subject to the Australian Privacy Principles (APP) under the Privacy Act 
1988 (Cth) (Privacy Act), then you need to comply with the NDBS.  This includes government 
agencies, businesses and not-for-profit organisations that have an annual turnover of more than $3 
million.  There are some exceptions, for example, all private sector health services providers are 
subject to the regime.  Likewise, a business trading in personal information or collecting tax file 
numbers or other sensitive financial material, may be subject to the regime.   
 

3. What is an “eligible data breach” for the purposes of the NDBS? 
 
Under the NDBS, an eligible data breach arises when the following three criteria are satisfied: 
 
1. there is unauthorised access to or unauthorised disclosure of personal information, or a loss of 

personal information, that an entity holds; 
2. this is likely to result in serious harm to one or more individuals; and, 
3. the entity has not been able to prevent the likely risk of serious harm with remedial action. 
 

4. When does a breach have to be notified? 
 
If an entity believes that there has been an eligible data breach, it must promptly notify individuals at 
risk of serious harm and the Australian Information Commissioner about the eligible data breach.  On 
the other hand, if an entity only suspects that there may have been eligible data breach, it must 
undertake a “reasonable and expeditious assessment” of whether there are in fact reasonable 
grounds to believe that an eligible data breach has occurred.  This assessment must be completed 
within 30 calendar days from when the entity suspected an eligible data breach. 
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5. Who has to be notified of the breach? 

 
The Australian Information Commissioner must be notified of an eligible breach by providing a 
statement about the breach.  The individuals to whom the information relates must also be notified.  A 
significant challenge for companies with this may be identifying who those individuals are.  In many 
cases, it will not be clear what information has or hasn’t been exposed by a data breach.  The view of 
the Office of the Australian Information Commissioner, in such circumstances, is that all potential 
individuals must be informed.  This could mean all of a business’ clients need to be told of the breach. 
 

6. What happens if we don’t comply? 
 
A breach of the NDBS can result in fines of up to $420,000 for individuals and $2.1 million for 
companies.  There may be more significant reputational and credibility risks to business.  There may 
also be significant compliance costs in remediating the IT systems involved in the breach. 
   

7. What do we do next? 
 
A critical part of not falling foul of the NDBS or compounding an already challenging situation when a 
data breach arises, is being prepared before the data breach arises.  Knowing exactly what data you 
hold; whether it is sensitive; who it relates to; how unauthorised access or disclosure might arise and 
whether or not harm could arise from that unauthorised access or disclosure are key preparatory 
steps.  In our view, each question is specific to each business and there can be no one size fits all 
approach in adopting a policy.   
 
Businesses should already have a clearly expressed policy about their management of personal 
information and, in addition, there is now a need to have data breach policies and procedures and 
ensure notification obligations are built into these.  In our view, these have to be specific to each 
business and there can be no one size fits all approach in adopting a policy. 
 
It is important to have documented what personal information your company captures, who it relates 
to, where it is kept and who has access to it to ensure that you are complying with your legal and 
regulatory obligations relating to that data. 
 
There is an obligation to take ‘reasonable steps’ to protect personal information from misuse, 
interference, loss, and from unauthorised access, modification or disclosure.  This should extend to 
taking reasonable steps to protect personal information against cyberattacks. 
 
A data breach response plan needs to be in place to ensure that you can quickly and effectively 
respond to a suspected data breach.  This includes details of how to contain a suspected or known 
breach where possible, what to do to assess whether the data breach is likely to result in serious 
harm to any of the individuals whose information was involved, consider and if possible take remedial 
action. 
 
We therefore strongly recommend that you seek further legal and technical advice in being prepared 
well before a data breach occurs within your business.   
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